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Turn Your C-Suite into Beautiful Polished Rock
Journalist Robert Cringely filmed a 70-minute interview with a young Steve Jobs in 1995
for PBS and the interview was then lost for almost two decades. After Jobs’ death in 2011,
the interview was discovered and released in theaters in 2012 as The Lost Interview.
In a black turtleneck and needing a haircut, Jobs looks familiar, but he isn’t the cool
business success quite yet. At the time, he was CEO of NeXT — in between stints at
Apple and in a bit of a slump. In The Lost Interview, Jobs compares team building with
a childhood experience with a rock tumbler, crafting a story about how common rocks,
with the right kind of friction and grit, can become beautiful polished stones. The wisdom
is still relevant today.
The current cybersecurity environment shares some of the attributes of a rock
tumbler. 451 Research reports that 80 percent of organizations plan to increase
their cybersecurity spend. But Hiscox reports that 73 percent of organizations report
major shortcomings in their preparedness. This indicates the natural friction between
understanding there’s a problem, but not knowing an appropriate solution.
All members of the C-Suite are ultimately responsible for some level of cybersecurity;
all must be aware of the company’s risk posture and attack protocol. That pressure is
like the heat and friction produced in a rock tumbler.
Cybersecurity leaders face that pressure every day. But that pressure can also leave
your organization like a beautiful polished stone, ready to face all challenges in your best
possible position. So, are leaders throwing money at the problem without backing it with
a plan? Do you have a team working together to become polished or are you left with
just a bunch of rocks?

A Shared Challenge
Taking a close look at the C-Suite’s involvement with cybersecurity reveals a few cracks.
CIOs are important and cybersecurity is a business priority, but only 51 percent of CIOs
say their organization has an IT security strategy (f5). And the Ponemon Institute reports
that 68 percent of board respondents are not engaged in cybersecurity oversight or
strategy (Ponemon Institute). We’re not helping the C-Suite understand their role and
how to contribute.
CIOs and other information workers should consider ways to educate their leadership.
It can be an uncomfortable scenario — neither of you wants to appear ignorant nor
condescending. But it’s a conversation that needs to occur simply because it is in
everyone’s best interest.
A more secure company is everyone’s goal. And the C-Suite plays an essential role.
This makes sense — the least vulnerable companies have active boards and leaders
who prioritize security.
So, how can we get more from our leaders? How can we lead the conversation rather
than just respond? And how can these efforts drive real business value? Let’s dive in.
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Are leaders throwing
money at cybersecurity
weaknesses without
providing real operational
support? How can you
convince and activate all
members of the C-Suite to
better tackle cyber threats?

“It’s that through the team, through that group
of incredibly talented people bumping up against
each other, having arguments, having fights
sometimes, making some noise, and working
together they polish each other and they polish
the ideas, and what comes out is really beautiful.”
Steve Jobs,
The Lost Interview
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How to Activate Your C-Suite
Follow these four steps to convince your C-Suite that cybersecurity deserves their
attention while emphasizing that it’s a shared challenge.
Identify the problem: The current state is unsustainable. 88 percent
of organizations report that information security is insufficient (EY).
33 percent lacked confidence in their attack detection. Cybersecurity
is a challenge that cannot and should not be ignored.
Identify the victims: Cyber attacks impact everyone in a company.
In fact, non-IT departments may be more of a target (e.g. Finance, Human
Resources, LOBs). These workers may provide the out-of-date platforms
that hackers manipulate, and these departments tend to store valuable
information as well.
Identify the damages: This is key: Emphasize that cybersecurity is
everyone’s challenge. The average cost per data breach is up 6.4%
to $3.9M USD (IBM). A loss of that size has the potential to impact
many departments in the company.
Make a business case: Scaring leadership doesn’t work. Instead,
outline how your work impacts company business goals. We often forget
to speak in our audience’s language; a business case is your opportunity
to speak the C-Suite’s language. Doing so will garner leadership support
key to your success.
Use these four steps at a broad level in order to take action. But you may need
additional advice on exactly how to approach your leadership team. The following
details provide insight into your best approach — the one most likely to convince your
leadership team about the importance of cybersecurity.

How to Win Friends and Influence Your Leadership
Each leadership role plays a part in your overall cybersecurity. Sometimes, they don’t
realize their responsibility. Here are simple and easy ways to convince your leaders
and secure their support for your work.

CEO
Bottom line: Cyber crime can have a huge impact on your business.
A company’s chief executive cannot simply delegate cybersecurity oversight anymore.
Cyber attacks threaten your very ability to transact business, so prepare yourself (and
your board) to more intimately manage your online presence.
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Cybersecurity is an important business variable, but only 36 percent of IT workers
reported cybersecurity as a strategic priority (Ponemon Institute). But the grave business
impacts of a security failure elevate the challenge to the CEO level.
Worms and viruses aren’t the only challenge anymore. Stolen devices and internal
threats are just a part of the complex range of cybersecurity challenges today. The
business costs are immense.
Data breaches can result in costly temporary or permanent damage to a company’s
reputation as well (Washington State University). InformationWeek reports data breaches
among the top three threats to business reputation.
None of this should be a surprise. After all, 66 percent of CEOs and boards retain
ultimate control over cybersecurity roles and 59 percent control its budget (Accenture).
If you’re going to be held accountable, you might as well embrace the responsibility.

COO
Bottom line: Operations is a vital part of your cybersecurity.
Cyber attacks can expose critical business information and hinder your team’s ability to
work. Support from Operations is vital to a healthy cybersecurity profile.
Cybersecurity is deeply related to the daily operations of your business. 56 percent
of respondents in a recent survey stated that the COO was “highly involved” in threat
management (IBM).
As COO, you can help to address any cybersecurity weak points. One of your biggest
opportunities is to support your IT team if their solution involves hiring outside expertise
or overhauling the company’s safeguards. In these ways and a myriad of others,
Operations can bolster your cybersecurity profile and ensure that teams can complete
their tasks safely.

CFO
Bottom line: Financial teams ensure cybersecurity efforts
run smoothly and efficiently.
IT and the financial team share a goal of reducing waste and improving efficiency.
The CFO can play a particularly important role in your company’s cybersecurity efforts.
First, offer up potential savings by evaluating IT products that are no longer delivering
value. Prune your stack, paying special attention to any contracts enacted long ago or
under murky circumstances.
Then, set your sights to future efforts. It may help to discuss costs like regulatory
compliance or potential legal action. Foster a good working relationship before an
emergency to ensure better financial preparation and response.
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A University of Maryland
study determined a
national average of
2,244 attacks per
person per day. That’s an
attack every 39 seconds.
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CIO
Bottom line: Lead by teaching; earn leadership support by
communicating about cybersecurity in a way they understand.
Let’s face it: rallying the C-Suite behind your cybersecurity efforts is good for business.
Not only will it prevent breaches, but your response will be better if attackers do get
through your defenses.
That means that email is no longer enough. You’ll need to educate and communicate
the value of your work to the C-Suite. And that may take you out of your comfort zone.
Board members may feel undereducated about cybersecurity issues and not know the
right questions to ask. No one likes to look stupid; especially experts. Help them by
providing overviews before diving deep into complex strategies. Present your roadmap
as visually as possible. Take a little time to educate your audience about unfamiliar
concepts as you go.
Finally, don’t confuse silence for disinterest. It’s your job to communicate why this is
important. Start with a challenge or problem. Then, talk about how you might solve
it. Pause and wait for questions. This slow and simple pattern will provide enough
information for the other person to prepare a relevant question and derive real value
from the conversion. These tactics will drive leadership support for your key initiatives,
keeping the company all the more secure.

CMO
Bottom line: Marketing is an essential partner against cyber threats
by stopping problems before they begin.
There are two big ways your marketing department contributes to company
cybersecurity efforts.
First, marketing buys a lot of software. Each piece of that growing martech stack is
another potential door for malicious actors. IT and marketing need to work together
to ensure the company remains safe while conducting business.
Second, marketing is using data more and more in their decision-making. CMOs need
to know about data collection, storage, and safety precautions. This can be a win-win
situation with IT because more empowered marketers reduce the strain on IT resources.
And defining your security guardrails up front allows everyone to rise to those standards.

CRO
Bottom line: Chief Risk Officers take the lead on robust
risk management oversight.
The Chief Risk Officer identifies, analyzes, and mitigates cyber threats. Where the CISO
tends to be a technical role serving the entire enterprise, the role of CRO tends to be
more focused on policy that impacts the business ecosystem.

6

Availability varies by region. ©2019 SecureWorks, Inc. All rights reserved.

A recent report found
that across two years,
firms that invested more
in IT security experience
6.8 fewer breaches and
save more than $5M.
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Data democratization and other trends indicate that departments and lines of business
(LOBs) will purchase and monitor their own software platforms. This gives them freedom
and agility to meet today’s challenges, but it could open up the company
to unnecessary risk. Enter: The CRO.
As CRO, you will always be intimately involved with cybersecurity. You act as guards
of your digital universe. Set a good foundation by developing your organization’s risk
resilience and avoiding duplication of efforts with IT. Build on that foundation by acting
as a trusted lead and company resource.

CHRO
Bottom line: Human Resources (HR) must be resilient to hiring challenges
and work with the cybersecurity team to attract the best talent.
Human Resources (HR) is uniquely impacted by cybersecurity as hiring for key positions
becomes more difficult.
The Ponemon Institute reports that the inability to hire and retain expert staff was tied as
the top factor influencing a decline in organizational cybersecurity posture in the next
three years.

Inability to Hire and Retain Expert Staff
Factors that could cause a decline in a security posture in the next three years.

2018

45%
2015
53%

HR and IT need to work together to attract and retain the best talent. HR leadership may
need to partner with the cybersecurity team to compensate for hiring challenges and to
retain that top talent.
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“Due to the continuing occurrence of data
breaches, respondents predict their organization
will be faced with costly class-action lawsuits
and tort litigation.”
The Ponemon Institute
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Your Next Steps
No matter your role, you can also take the following steps to build on a strong
foundation and insulate your company from as much risk as possible.
1. Help IT communicate the risk. You need leadership to understand the
importance cybersecurity to your work. Less than half of respondents to
a recent PWC survey had adopted key processes for uncovering cyber risk,
including monitoring of intelligence, vulnerability assessments, and pen tests.
Highlight these risks as explained above.
2. Educate yourself. There are a lot of reputable content sources for
risk information and solutions for cyber defense.
3. Develop an incident response plan. Stock price can drop an average
of 5% after a data breach. Companies that implement an effective
cybersecurity and incident response protocol begin to recover after a
week. Companies without a plan experience a decline lasting an average of
90 days. This is more proof that cybersecurity directly impacts the business.
Use business intelligence like this to generate support from leadership for a
response plan initiative.
4. Consider Penetration (Pen) Tests. Pen tests provide assurance about your
security and satisfy compliance needs. Top companies will have a pen test
methodology to leverage proprietary tactics. Work within a proven structure
to get the most for your investment.

Polishing Isn’t Easy
Steve Jobs knew that teams would fight. Any group of passionate people with competing
priorities tussle from time to time. But information work is too important to the business to
allow petty grievances to get in the way of efficiency.
You may find that little tussles bring you and the leadership team closer together. It’s an
important reminder that without the grit and pressure, we wouldn’t become as polished,
much like those rocks in Steve Jobs’ tumbler. It can be painful and loud, but the
transformation will be worth it.
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