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When it comes to risk-based security,
there are no guarantees.
Despite all the security technologies you buy, companies you acquire, staff you hire, and
processes you develop, no organization can promise total protection in security, nor is it
financially feasible to make this an objective.
Addressing real risk is not new. Most capable IT departments already factor risk and
prioritization into the way they deploy services and security policy, although few
formalize risk assessment and asset prioritization into every purchasing and policy
decision. However, with security budgets and headcounts constrained, there has
been an increase in the need for formally determining security risk when prioritizing
investments and mitigating security vulnerabilities.
Developing a sound risk-based security posture has never been more valuable for an
organization in today’s risk environment.

How Do You Determine Risk?
Risk determination in security uses an actuarial formula (Figure 1). All organizations
have assets: either information assets or process-related activities that have specific
values associated with them. In addition to those assets are a number of security
controls called vulnerabilities.. Combine this with threats— the types of attacks and their
likelihood of impacting those assets—and we get a certain amount of risk.
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What is Risk-Based Security?
Risk-based security prioritizes an organization’s security decisions through careful
evaluation of categories of sensitive business information, the vulnerability of the controls
around that information; and the likelihood that threats will impact that information.
The goal of this approach is to recognize that security is a business risk.. By making
risk-based security decisions as an organization, you can develop more practical and
realistic goals, and invest your resources and staff in a more effective way.

What Is the Value of Using a Risk-Based
Security Approach?
• Helps leadership and executives make more informed decisions
• Raises awareness about information security risks
• Increases customer trust and confidence
• Eliminates unnecessary controls
• Assists with meeting legal and regulatory requirements
• Reduces cost of risk insurance
• Focuses scarce resources where they will have the biggest impact

What Are the Characteristics of a Risk-Based
Security Approach?
Risk-based security needs to be contextualized to the business strategy.
In essence, it needs to be based on where the business is heading and what the focus
is from an investment perspective. For example, are you leveraging more cloud services
and mobile applications therefore breaking down perimeters to enable the business?
Identifying these types of situations will help you contextualize risk-based security to the
business strategy.

Risk-based security needs to be pragmatic; you can’t do
everything all at once.
Focusing investment on the lowest hanging fruit and the biggest controls that affect the
most risk is how you maximize returns.

Risk-based security needs to be security driven not compliance driven.
You need to achieve compliance through the security controls that you implement
rather than relying on adherence to a compliance framework to secure your business.
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Assume you’ll be compromised.
Every organization will be compromised at some point. The key is being able to detect,
contain and respond to an incident across your key information assets as well as your
key business units. It’s crucial that a risk-based security strategy is the foundation for
detection, containment and response.

Focus on the people and the process — it’s about the things that you do,
not the tools that you use.
Tools are only part of the approach — they support the people and process but they’re
not the end goal, just as tanks are no substitutes for combat strategy.

Why a Risk-Based Security Approach Now?
Cybersecurity functions in most organizations are struggling to balance competing
priorities. There’s change and innovation initiatives across the business: new product
launches, new mergers and acquisitions, a constantly expanding number of endpoints
and cloud migration. Trying to stay ahead of a changing regulatory environment
and keeping up with those initiatives through technology presents a challenge for
cybersecurity functions. Additionally, there is the evolving threat environment with more
advanced attack vectors and methodologies and this compounds the pressure on
cybersecurity functions.

Increased
Internal Pressures
Lack of agility
Lack of budget

Increased
External Threat
Cybersecurity
Function

Lack of
Cybersecurity skills
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Cyber Threats Multiplying
Disappearing Perimeter
Growing Attack Power
of Cybercriminals
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In addition to external pressures, there are also limitations and pressures to the security
function itself. This combination of increased internal pressures and external threats that
cybersecurity functions are faced with on a daily basis factors into a risk-based security
strategy. All of these pressures create competing priorities for a limited budget with
limited expertise.
How does risk-based security fix that? Risk-based security is a discipline that prioritizes
the most likely risks to business value and viability, which in turn provides the security
team with the parameters it so dearly needs to prioritize effort and focus limited
resources on mitigating those risks. Conversely, many security operations focus their
resources on the most recent threats, creating a constant cycle of reactionary spending
and solutions — possibly without addressing the company’s top business risks.
A mature information security program is built around a company’s understanding of
risk and the balancing of that risk against the needs of the business. This risk-based
security approach can be used as one of the primary methods for objectively identifying
what security controls to apply, where they should be applied and when they should
be applied. It is difficult to defend against something when you don’t prioritize or
understand the specifics of that defense: where and what to defend, and the available
methods to defend it.
To learn more, download the white paper on the 6 steps to implementing a risk-based
security approach or visit the SecureWorks Risk Management and Assessments page.
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cybersecurity company that protects organizations in the
digitally connected world.
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to prevent security breaches, detect malicious activity in real time, respond rapidly, and predict emerging
threats. We offer our customers a cyber-defense that is Collectively Smarter. Exponentially Safer.™

Corporate
Headquarters

Europe &
Middle East

Asia
Pacific

United States

France

Australia

1 Concourse Pkwy NE #500

8 avenue du Stade de France 93218

Building 3, 14 Aquatic Drive Frenchs

Atlanta, GA 30328

Saint Denis Cedex

Forest, Sydney NSW Australia 2086

+1 877 838 7947

+33 1 80 60 20 00

1800 737 817

www.secureworks.com

www.secureworks.fr

www.secureworks.com.au

Germany

Japan

Main Airport Center,

Solid Square East Tower 20F

Unterschweinstiege 10 60549

580 Horikawa-cho, Saiwai-ku

Frankfurt am Main Germany

Kawasaki, 212-8589

069/9792-0

Japan

www.dellsecureworks.de

81-(44)556-4300

United Kingdom

www.secureworks.jp

One Creechurch Place,
1 Creechurch Ln
London EC3A 5AY
United Kingdom
+44(0)207 892 1000
www.secureworks.co.uk
1 Tanfield
Edinburgh EH3 5DA
United Kingdom
+44(0)131 260 3040
www.secureworks.co.uk
United Arab Emirates
Building 15, Dubai Internet City Dubai,
UAE PO Box 500111 00971 4 420
7000

6

Availability varies by region. ©2019 SecureWorks, Inc. All rights reserved.

SC_WP_F19_EN

