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On May 25, 2018, the GDPR, the General Data Protection
Regulation¹, the most comprehensive overhaul of
European data protection rules in over twenty years,
becomes law. The expected outcome is a standardised
set of requirements of how an organisation must
manage and protect the personal data of employees,
clients and other applicable data subjects.
In replacing the varying data protection laws in European countries that resulted
from the earlier EU Data Protection Directive with a single harmonised EU regulation,
GDPR raises the bar for many organisations. Now they must be able to show that
their technical controls and organisational measures are commensurate with the
risks they face.
In addition, not only are the fines for non-compliance greatly increased but
supervisory authorities will also have draconian corrective and investigative powers,
for example to demand the erasure of data or suspension of transfer of data to third
countries. They can even suspend or remove the right to process personal data
entirely, something that could severely affect a business’s ability to function.
Clearly GDPR will impact an organisation in a multitude of ways, leaving it with a long
path to achieve compliance in a very short period of time. Having the right expertise
available to work with you at the right time is going to be key to success.
Filling the holes in your information security practice is likely to be a vital part of
meeting the requirements of GDPR for your organisation. This paper will set you on
the right course in your own individual journey towards compliance, by presenting
three top tactics to prepare for GDPR.

Should I do a gap analysis?
It’s hard to move forward, when you don’t know where you’re standing. With the
fine detail of GDPR still open to interpretation, many organisations simply don’t know
how close they currently are to the final destination of compliance. Thanks to existing
data protection legislation, they probably won’t be starting from scratch. It’s already
clear that the requirements of GDPR will be demanding, requiring careful preparation,
planning and management.
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As a result, some organisations have carried out or are considering a gap analysis,
either internally or with external help, to establish their current position against the
demands of GDPR.
Is this enough to start you on the right path to compliance?
A gap analysis is a checklist exercise against a range of criteria. It’s binary – you are either
fulfilling each individual criterion or you are not. At the end of the exercise, you may have
a somewhat clearer idea of where you are, but you are unlikely to have much clarity about
how to move forward or how much effort is required. Recommendations about remediation
tend to be basic, if they exist at all.
This may well be better than nothing, but simply knowing you’re not yet in compliance
with GDPR is in no way equivalent to becoming compliant. It also doesn’t help you to
prioritise your activities or your precious resources and budget.
Instead, a readiness assessment will put you in a far better position to move
towards compliance.

TACTIC 1: Use meaningful scoring when you
assess your readiness
More comprehensive than a gap analysis, more nuanced and more practical, a
readiness assessment is a far more meaningful choice when it comes to the security
aspects of GDPR because it assesses your security maturity in relationship to the
security requirements of GDPR. A gap analysis tells you that you aren’t ready. A readiness
assessment tells you what you’re already doing well, what you aren’t, to what degree and
why. It provides you with a path to improvement that is unique to your organisation. Most
importantly, it will help you to re-use security and compliance frameworks to which you
already adhere to give you a jump start.
Using the Capability Maturity Model from Carnegie Mellon University², a GDPR security
readiness assessment looks at your readiness against each of the data security elements
of GDPR and rates you from 1 to 5 depending on your level of readiness.
A GDPR framework for the assessment covers the following domains:
1. Governance and Oversight
This includes the Data Protection Officer role, third party management,
e.g. data protection clauses in contracts, case management and dealing
with subject access requests
2. People
Training, education, roles and responsibilities of people in line with GDPR
3. Process
Data handling and transfer processes, Data Protection Impact Assessment
processes, the breach notification process and how to deal with subject
access requests
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4. Communication
Internal and external communication, including with the regulator
5. Data
Data discovery, data lifecycle and data flows
6. Security
Covering cybersecurity tools across:

• Data security
• Endpoint security
• Network security
• Cloud security
• Application security
• Infrastructure security (including backup and recovery)
• Breach detection and response
Maturity Level

Description

Level 0:
Non-Existent

Complete lack of any recognisable processes. The enterprise has not even recognised
that there is an issue to be addressed.

Level 1:
Initial / Ad Hoc

There is evidence that the enterprise has recognised that the issues exist and need
to be addressed. There are, however, no standardised processes; instead, there are ad
hoc approaches that tend to be applied on an individual or case-by-case basis. The
overall approach to management is disorganised.

Level 2:
Repeatable but Intuitive

Processes have developed to the stage where similar procedures are followed by
different people undertaking the same task. There is no formal training or communication
of standard procedures, and responsibility is left to the individual. There is a high degree
of reliance on the knowledge of individuals and, therefore, errors are likely.

Level 3:
Defined Process

Procedures have been standardised and documented, and communicated through
training. It is mandated that these processes should be followed; however, it is unlikely
that deviations will be detected. The procedures themselves are not sophisticated but
are the formalisation of existing practices.

Level 4:
Managed and Measurable

Management monitors and measures compliance with procedures and takes action
where processes appear not to be working affectively. Processes are under constant
improvement and provide good practice. Automation and tools are used in a limited or
fragmented way.

Level 5:
Optimised

Processes have been refined to a level of good practice, based on the results of
continuous improvement and maturity modeling with other enterprises. IT is used in
an integrated way to automate the workflow, providing tools to improve quality and
effectiveness, making the enterprise quick to adapt.

While simply scoring ‘yes’ or ‘no’ in a gap analysis informs you that a gap exists,
the scoring in a readiness assessment provides granular, detailed, and contextually
relevant information.
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For example, you may already consider yourself capable of meeting breach notification
requirements. That would be a ‘yes’. But further investigation could provide a wealth of
extra information that potentially suggests a low level of readiness.

• Is the process documented?
• Is it dependent on people not being on holiday?
• Does your log monitoring solution really provide the level of detail needed?
• Are you confident that your Incident Response Plan is effective, and can
efficiently contain and eradicate?

• Have you actually tested your plans and processes?
• Would they work if your network is compromised?
• How likely is that to happen, given how you operate your network?

You should honestly assess what you are doing well so you can expand and build upon
that to meet GDPR requirements.

TACTIC 2: Build a prioritised roadmap
From the results, you can then map the full readiness for each of the individual
domain requirements. In fact, before the scoring even starts, it’s vital to understand
your organisation’s risk and threat environment. You should identify your risk tolerance
and check your existing compliance obligations.
But while you should already have a clear perception of the risk faced by your business,
for GDPR, you also need to consider risk to the data subject, and risks to your ability
to comply. These might be caused by activities of third parties, rather than through any
fault of your own.
Furthermore, you should consider just how accurate your own perception of risk is.
This is a good example of how working with a trusted security partner can be invaluable.
A partner with an accurate picture of the external threat landscape, built up through
engagements with thousands of clients and an extensive Threat Intelligence network,
can provide a perspective that may simply be unavailable internally.
Then, bearing in mind your risk profile and an accurate assessment of the threat
environment, and based on your thorough understanding of how your business
operates and its future plans, you should prioritise the results to highlight the most
significant risks.
From that you can develop the most appropriate remediation. So, for example, a lack of
a formal or documented breach notification policy may be less than ideal, but a failure to
patch on a timely basis represents the more significant priority.
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A key benefit of scoring and mapping is the prevention of redundant efforts. Rather than
following a generic GDPR plan, your prioritised roadmap starts from and builds on what
you are already doing well.
The output is a clear sighted, prioritised and contextualised list of issues and remediation
activities that highlights your priorities and existing strengths. It is specific to your
organisation and its needs, and it aligns with a roadmap of risk-commensurate actions.
This personalised roadmap guides you through a defined set of activities with specific
time goals, a far more valuable result than a simple, context-free list of gaps that
provides no indication of how to improve.

TACTIC 3: Leverage existing frameworks
You may find that your prioritised roadmap towards GDPR is less daunting than you
expected, because you already comply with existing frameworks, be they existing data
protection regulations, ISO 27001, the NIST Cybersecurity Framework, PCI DSS, Centre
for Internet Security Controls, or another relevant framework. By recognising, utilising
and benefiting from the good practice you already have in place, you will make your
GDPR preparations more efficient and effective.
Rather than duplicating effort and wholly creating a new approach, you will only
need to look at GDPR requirements that aren’t covered by the existing framework.
For example, PCI-DSS and ISO 27001 gaps could include consent, cookie management
and data subject rights. Where ISO 27001, for example, covers risk to the organisation,
GDPR expands the scope to include risk to the data subject too. Leveraging PCI-DSS
Level 1 compliance will involve expanding the scope of data covered from cardholder
data to all personally identifiable data.
Many security frameworks already require incident response and management and a
breach reporting process. Rather than starting from scratch to meet GDPR compliance,
adapt what you already have in place to meet the new requirements, to work with
GDPR’s 72 hour breach reporting requirement.
Fortunately, you may already be well on the way towards GDPR compliance.

But I’ve already completed a gap analysis –
now what can I do?
What if you’ve already completed a gap analysis and don’t know what to do next? It’s
still possible to apply a similarly contextualised and risk appropriate approach without
reinventing the wheel.
Work from the gaps by taking the result of the gap analysis and completing a review
and risk analysis of the gaps, built around your organisational needs and objectives.
Then you can create your prioritised remediation roadmap in just the same way as if
you’d undergone a readiness assessment.
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How the top tactics all come together
This diagram demonstrates how the top tactics fit into the process in full, from
business familiarisation to the readiness assessment and its scoring, creation of
prioritised list of risks and issues, a personalised roadmap and, finally, where and if
required, remediation activities.

Customised & Prioritised Programme Over Defined Timeframe
Workstreams/Projects are defined by the findings from the readiness assessment.
Higher risk/core project activities are prioritised to do at the start.
Period X

Period Y

Period Z

Objectives

Workstream/Project A
e.g. People

Culture & Awareness
Senior Management Communication
Senior Management Communication, Information Security Risk Management

Security Audits

Recruit Information Security Resources

List of Objectives for
Workstream A

Information Security Policy
Continual Improvements

Workstream/Project B
e.g. Governance

Recruit DPO
Asset Management
Access Management

List of Objectives for
Workstream B

Incident Management
Third Party Security Management
Business Continuity & Disaster Recovery

Activity Two
Activity Three, etc.

List of Objectives for
Workstream C

ETC.

Workstream
Project C

Activity One

Prioritised Remediation Roadmap

For example, if governance readiness is found to be low, in certain cases the roadmap
may recommend either the appointment of a dedicated Data Protection Officer or
engaging the services of a shared Data Protection Officer. It may also involve contact
with and input from the local regulator.
Low readiness in the area of data may result in the roadmap including activities such as
creating data maps, creating a Person Data Register and centralising Asset Management.
Depending on the organisational capabilities it may recommend engaging an external
trusted partner to carry out these activities or doing them in-house.
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Weaknesses in the people area may result in a recommendation for GDPR awareness
training, the creation of a risk audit process to be carried out regularly in the future to
monitor continual adherence, and the allocation of responsibility in each department for
ensuring that data management good practice is observed.
Some of these remediation activities may be singular fixes. Many are likely to involve
ongoing work. There may even be requirements for new security technical controls
and services.
One thing is certain though; there is no technical silver bullet for GDPR and no one
control will be the right fit for every type of organisation. Like the other elements of
your GDPR roadmap, solutions will be derived from a thorough overall process that
assesses readiness and risk.

Conclusion
A GDPR Security Readiness Assessment is a vital step towards an optimised state of
GDPR security readiness. Depending on its recommendations, an organisation may
choose to move forward alone or benefit from working with a trusted security partner.
For some, that might be beneficial to achieve specific milestones on the remediation
roadmap or to test their ability to meet specific GDPR requirements such as Data
Protection Impact Assessments. For others, a full transformation programme, followed
up by an ongoing managed security services partnership, is more appropriate.
Either way, there’s not much time left to set off on what could be a major organisational
journey of transformation. Whether you are beginning the process, or you’ve already
conducted a gap analysis and don’t know where to start in filling in the gaps, it’s vital to
consider your current GDPR security readiness in the context of your specific needs
and risk profile. Don’t risk losing any more time before starting on the best path to
GDPR for you.

Sources:
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General Data Protection Regulation, http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
Paulk, Mark C., et al. “Capability Maturity Model for Software, Version 1.1.” Encyclopaedia of Software Engineering,
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