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The Resilient Enterprise: Top Recommendations
for Effective Cyber Response
EXECUTIVE SUMMARY
How can organizations protect themselves?
Improving security requires a combination of
bottom-up action, and top-down thinking. While
CISOs should build and communicate a strategy that
moves their security function in the right direction,
equal focus must be given to the more tactical
recommendations that we make time and time again
when helping customers who have been breached. In
this white paper, we will look at some of those tactical
recommendations and provide specific actions your
security team can focus on to help prevent, respond
to and detect cyber threats more efficiently.
Lessons from Hundreds of Response Engagements
In 2016, SecureWorks performed hundreds of
response engagements across a wide range of large

and small organizations both private and public, and
involving a spectrum of threat actors from the most
opportunistic to the most advanced and targeted.
We aggregated the recommendations and guidance
our experts compiled to help you better understand
where you can improve and what defensive actions
to prioritize.
Tactical Recommendations from Incident Response
We’ve broken up recommendations into three core
areas – Prevention, Detection and Response —
to help you understand the steps you should take as
they relate to familiar security lifecycle frameworks.

Prevention Recommendations
Improve Regularity of Software Updates/Patching
Manage User Account Privileges
Implement Web Application Firewall or Web Content Filtering
Implement Two-Factor Authentication (2FA)
Implement/Configure Application Whitelisting
Implement Robust Password Policy
User Education
Vulnerability/Penetration Test Network
Restrict Use of Uncommon Protocols
Resolve Network Architecture Issue
Reconfigure Internet-Facing Services
Configure Existing Security Controls
Block High-Risk Email Attachment Formats
Apply Threat Intelligence to Security Controls
Remove Shared Accounts
Enhance Removable Media Process and Policy
Implement Password Management System
Conduct a Review of Security Architecture
Implement or Enhance Security Policies
Implement Data Loss Prevention Technology
Implement Sender Policy Framework

The top recommendation we provided clients, and therefore one of the main contributing factors
to help prevent cyber incidents, was to improve the regularity of software updates and patching.
Keeping up with the latest software updates and new patch releases can be overwhelming.
However, having an effective patch management process is a critical component to help prevent
potential cyber threats. Prioritizing patching based on critical assets and internet-facing systems is
sound starting point for addressing this issue.
Additional recommendations to focus on when prioritizing patching include:
• Implement a systematic, accountable and documented process for managing exposure to
vulnerabilities through the timely deployment of patches
• Ensure vulnerability managers are adequately resourced and any barriers to patching delivery
are minimized
• Test the effectiveness of your patching program while measuring and tracking the results

Detection Recommendations

Implement Endpoint Security Technology
Implement Network Security
Review Existing Logs/Alerts
Implement Antivirus
Implement File Integrity Monitoring

SecureWorks’ top detection recommendation for organizations was to implement an endpoint
security solution. An endpoint security solution should provide 24x7 visibility into the activities
taking place on all endpoints. Real-time, continuous monitoring allows you to detect potential
malicious activity and provide endpoint forensics that will help investigators—whether internal staff
or third party — determine how an attack unfolded if a breach is detected.
A robust endpoint security solution provides details on where in the environment the attack
started, which systems were impacted and whether data has been successfully extracted. These
critical pieces of information help speed incident response and remediation.
When looking for an endpoint threat detection solution it must:
• Detect malware and other tradecraft a threat actor may use, as well as detect behaviors
suggesting their presence in your environment
• Help reduce the response and detection time for attacks and lower the effort and cost in
fixing them
• Provide your organization greater context into the motives and identities of attackers, so new
threats by them and others like them can be prevented

Response Recommendations

Enhance Logging
Develop or Enhance Incident
Response Plans
Enhance Backup Regime

The most common recommendation we provided clients in regards to responding to threats was
to enhance their logging capabilities (including enhancements to log retention and verbosity).
However, it is important to note that our three top recommendations rely more on people and
process than on state-of-the-art technology.
Logs are a valuable source of information during the incident response process. Log management
gives insight into the activity on systems and applications which can help determine the
appropriate anatomy of a cyber-attack and its impact with a higher degree of certainty. If your
access to logs is limited, or if logs are missing, incident responders are disadvantaged when
attempting to understand how the incident occurred and what the organization could have done
differently.
SecureWorks recommends that organizations should:
• Ensure full and complete log collections are retained and available for critical business systems.
• Know how long the logs are stored before they are overwritten. Understand the verbosity of
logging levels to make sure the appropriate information is being logged to support incident
response and forensic investigation.
• The following logs should be maintained on the following systems at a minimum: Firewalls,
IDS/IPS, DNS, VPN, Active Directory, Critical Servers/Systems and Web Services. These logs
should be retained for 13 months as a best practice.

SUMMARY
The fight against cyber criminals is complex, demanding and requires insight. Having the visibility
across hundreds of engagements on common areas of improvement from both small and large
organizations can help narrow your focus. The aggregated data we provide in this white paper
is meant to do just that; provide clarity on areas of prioritization in your security framework to
improve your offense and defense against cyber threats.
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