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Introduction: The Relationship Between the CIO and CISO
For CIOs, the security realm can be inhibiting. For CISOs, digital innovation often seems
fraught with risk. It is only with a collaborative relationship between the CIO and CISO that
digital transformation can be embraced with confidence. Yet often, a mutually beneficial
partnership is viewed as difficult to achieve. Reporting structures, misaligned objectives,
and a lack of an overarching strategy can all get in the way of a positive relationship.

CIOs and CISOs in the Wild: How Do They Interact?
Business relationships are complex and evolutionary because there are many moving parts,
and they change continuously. As digitalization progresses, the intersection between CIOs
and CISOs is changing, making it even more essential for the two roles to build a stronger,
more coordinated relationship. Unfortunately, there is no single standard for how to align the
CIO-CISO relationship, and differences in objectives, methodologies, and strategies can be a
common occurrence.
The CIO-CISO functions are stereotypically thought to be in opposition, with both roles being
driven by contradictory incentives. While functionality and everyday operations are a priority
to the CIO, the CISO is focused on limiting exposure to the risk of a breach. The question
remains, is there truth behind the belief that CIOs will compromise on security in favor of
productivity, and vice versa?
To answer that question, let’s start by examining how CIOs and CISOs interact in the
wild. Communication between the two roles varies widely between organizations, and is
dependent upon how a business is organized. No two companies are alike. That being
said, these are the two most likely scenarios we see today:
1. CISOs are removed from the CIO organization and report to another
C-suite executive. With this structure, the CIO-CISO relationship risks lacking
appropriate levels of communication as the roles report separately to the CEO
and Board. In many organizations today, CISOs are removed from the CIO
organization and report to another C-suite executive such as a risk management
officer, the General Counsel or even the CEO. In this scenario, leadership
typically makes it clear that they see security as a business issue and want
higher levels of control and visibility. It is also more likely in this case for the
CISO to be reporting on cybersecurity risk issues directly to the board of
directors on a quarterly or annual basis, versus having the CIO carry that
message to the board. Here competing interests often surface. The CIO
wants to launch new initiatives that provide sustainable customer service and
technologies to internal stakeholders and clients as quickly as possible in order
to achieve productivity metrics. The CISO wants to ensure those technologies
are as secure as possible, and usually doesn’t view that objective as an interest
that competes with that of the CIO, but rather, a metric for success.
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2. The CISO reports direct to the CIO. In some organizations, the CISO
reports directly to the CIO, which is a very different conversation. In
this scenario, the CISO is something of an advisory role responsible for
providing security recommendations instead of business initiatives. This
structure is usually a guidance versus governance-based relationship in
which the CIO will enforce the governance the CISO recommends. This
type of reporting structure can sometimes lead to short sightedness; the
organization addresses risk as part of the near-term cost benefit analysis
of particular projects, as opposed to an overarching security framework
developed through risk modeling.
Ultimately, hierarchy is built upon the security awareness priorities of a given
company. As a result, the relationship model and reporting structure can differ
from business to business.

Primary Role-based Focuses
CIO

CISO

Serving the internal customer

Maintaining the security posture necessary to
adequately address risk

Cost containment

Achieving the responsiveness required for
responding to an event, such as being hacked or
breached

Stability of services

Risk management, governance and compliance*

High Availability

*Cost containment is secondary.

Operational uptime

Potential Points of Contention: Operations vs. Security
When the CISO does not report to the CIO, decreased productivity is a risk, particularly
when many security controls are added to applications and services. This increases
the chance of technical instability and the potential for an erosion of internal client
satisfaction. Usually, if the CISO reports to the C-suite, a company is more likely to
place an emphasis on security. As a result, the CISO will place the appropriate amount
of controls on services, infrastructure, and servers in line with the company’s overall
security strategy.
The CIO has a primary goal of serving internal clients. They want happy and productive
end users, a stable infrastructure, and cost control. The CISO wants to achieve similar
things, although in a different order of priority: security first, cost containment second.
Consider this example: a CIO may feel that internal clients aren’t happy because they
have to change their password every 6 weeks, while a CISO may feel that it doesn’t
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matter how often password changes are required, so long as the organization
is addressing the risk posed by insufficient password management. While a CISO
working independently from the CIO may represent an organization with a more
secure environment, there is greater potential for imbalance between functionality
and security.
When the CISO reports to the CIO, the CIO will sometimes sacrifice security in order to
achieve operational efficiency and satisfy internal stakeholders. For example, consider
a scenario in which the CIO is looking to enable virtualized networking across an
organization’s internal network. The CISO has advised adequate testing, checks, and
balances to ensure there is no additional risk brought into the organization, but this will put
the project over budget and behind delivery by six months. The CIO shoulders the risk and
launches the project, which increases the organization’s attack surface.
Regardless of the reporting structure, one thing is become clear: good communication,
integrated strategy, and mutual understanding of the desired outcomes of each function
can address the differences between CIOs and CISOs. This unified approach brings
an excellent opportunity to collaborate on a technology strategy, rather than limiting
decisions to one person, and often leads to more harmonious decision making.

Adapting Business to Operate in the New Digital World
Digital Goals of the C-Suite Are Not Necessarily at Odds with each other.
While the focuses of CIOs and CISOs are different, they are not necessarily at odds when
it comes to digital transformation. Both focus on adapting and being able to operate
effectively and securely in the digital environment. It is worth noting that the CISO is often
a technology user and innovator too, so they can understand the importance of a smooth
user experience and rapid rollouts. Implementing different technologies and strategies,
such as security information and event management platforms, endpoint detection and
response solutions, and tokenization, results in an advantage over the adversary and the
threat landscape. These CISO-led technology initiatives can be difficult to achieve without
the support of the CIO for implementation.
This same challenge is applicable to the CIO and their own initiatives. For example,
secure adoption of software-as-a-service can be challenging without the support of
the CISO. Overall, a hand-in-hand relationship is recommended, so that goals and
initiatives are shared. The ability to operate securely is a key metric. High availability,
excellent customer experience, and speed are important, but without the proper
security posture, they are of little value. Measurable security is important in facilitating
digital transformation, and the market punishes enterprises for being insecure.
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“There’s still a long way to go, but a huge
opportunity lies ahead. To drive progress
across their organizations, businesses should
couple the latest and greatest in technology
with an investment in workforce and security
transformation.”¹
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Addressing Compliance and Data Privacy Concerns
In all manners of digital transformation, enterprises are losing the ability to control their
data and the fear of hackers’ looms, especially among long-established organizations.
The CIOs and CISOs of these types of business can be reluctant to dive headfirst into
digitalization because of the risk. However, tech startups and younger companies are
encouraging a different way of thinking based on the idea that certain levels of risk
are acceptable if there is a good chance of reward.
The need for compliance is an age-old, direct result of data privacy, and keeping up
with regulations is a major joint initiative between CIOs and CISOs. Regulators are a
fundamental albatross of the digital world. A CIO is more interested in the cost and
business impact of compliance, while the CISO is focused on how to implement,
maintain, and report on it. Although the two mindsets differ, ultimately the outcome
is the same. A unified approach to compliance helps drive better, mutually
advantageous outcomes.
Security today is high pressure. As more technology exposes data to the internet,
the attack surface widens, and a CISO’s worries increase. Networks have extended
far beyond the internal data center, making data privacy and security concerns more
acute. The CIO is focused on more strategic initiatives, such as moving into the cloud,
supporting capabilities, and ensuring availability. How can both security and technology
goals be achieved in a way that satisfies compliance and reduces risk? Through
technology strategy.
Technology strategy is the glue that bonds the priorities of security and digital
transformation between the CIO and the CISO as the business expands into diverse
digital platforms. As organizations continue to adapt, security must remain a key metric.
Whenever a new technology or service is added, “Can it be done securely
that maintains compliance standards?” should be a shared CIO-CISO question.

Overcoming Innovation Struggles
with Cultural Evolution
Innovation is key to digital transformation, yet it remains a struggle. 72% of executives
admit to not innovating well organization-wide,² which begs the question: which
business functions are getting in the way? Innovation is incredibly difficult to do
well. Both CIOs and CISOs can be barriers to innovation as much as they can be
its advocates. It all depends on how they are organized and their outlook on
delivering goods and services.
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CIOs are most likely to slow innovation because it costs too much money. CIOs
live and breathe return on investment - they need to be able to report that they are
contributing to the bottom line, and innovation has no guarantee on return. It is
not easy to swallow the prospect of spending $1 million on a risk that may or may
not have a reward. CISOs can slow innovation by imposing overly stringent controls.
Innovating in a production environment precludes the flexibility necessary for making
sure a product or service will actually work; working within an overly rigid set of security
controls makes it difficult to innovate.

“I think it’s important as a
company to, from the top
down, establish a culture
of innovation. Companies
have it, or they do not.
When it comes to the ones
who don’t, it has to come
from the top.”

Regardless of the source of struggle, it is important to promote a culture of innovation
in which it is considered acceptable to fail. Establishing such an environment will allow
new ideas and risks to flow from the top down.

Ken Dietz,
Secureworks CISO

Building a Working Technology Strategy for the Future
How Automation Lessens Tension Caused by Conflicting Goals
When it comes to building a cohesive technology strategy that unifies the goals
of both CIOs and CISOs, automation can be an excellent supporting tool.
Automation increases efficiency across all IT functions, and being more efficient in
an IT infrastructure only makes business better at security. For CIOs, implementing
a technology change rapidly is a big advantage, just as remediating an issue
quickly and effectively through automation helps CISOs drive better security.
Further, being able to implement a security change across infrastructure in an
automated fashion is less of a strain on the IT team and results in better performance
for the security team. Automating and orchestrating IT processes has a massive positive
impact on operations, the customer experience, and security.

Bringing Together CIOs & CISOs
Given the backdrop of possible points for disagreement, how can the conversation
between CIOs and CISOs evolve into something more harmonious? Establishing
a formal, business-focused technology strategy, inclusive of a diverse range of
stakeholders from the onset is a step in the right direction.
CIOs will continue to be focused on more operational objectives, while CISOs will
continue to be focused on security. Rather than limiting one another’s reach and
impact, an inclusive technology strategy allows organizations to create a new way of
thinking about security - one that will protect the business and provide flexibility at the
same time. A central technology strategy is a key mechanism for creating meaningful
conversations between the CIO and CISO.
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Conclusion: Striking the Ultimate Balance–
Security, Strategy, and Productivity
Stereotypes may suggest that the relationship between the CIO and CISO is fraught,
but with a comprehensive technology strategy coupled with strong and open
communication, it can become complementary and collaborative. With built-in security
at the strategic forefront, balance will naturally occur. A technology strategy constructed
with cooperation from both security and IT will result in a streamlined path to
productivity. In order to effectively build a security-integrated technology strategy, CIOs
should consider it a key part of their mission to deliver and operate technology services
in a secure manner. As long as CIOs consider security to be a core part of their success
metric, they will strike the right balance. Conversely, if security is not viewed as a key
metric, imbalance will ensue, as well as potential conflict with the CISO.
Digital businesses have an obligation to deliver good, efficient, cost-effective services,
in conjunction with an obligation to deliver and operate them securely. This starts with
a top-down shift in culture, both from an innovation and security perspective. It is
essential to communicate to employees that security is an embedded system used to
protect their interests. Further, make certain that the overarching technology strategy is
focused on business objectives. So long as security is built-in, there will be less friction
between the leadership, and the road to digital transformation is sure to be smoother.

Want to learn more?

Click on the assets below to continue learning
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“We’re entering a new
dawn, with immense
possibility on the horizon–
unlike we’ve seen before.
Businesses can either
grasp the mantle, transform
their IT, workforce and
security, and play a
defining role in the future
or be left behind.”¹
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