WHITE PAPER - PART ONE

Board Oversight of
Cybersecurity Risk
How Boards Solicit the Right Information
and Better Manage Cybersecurity Risk
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Introduction
Most business leaders today agree that IT innovation is inextricably linked to business
development, providing a catalyst to increase efficiencies and achieve a competitive
edge. As a result, companies become more networked, visible and accessible on the
internet by way of users’ mobile devices, the Cloud, devices on the Internet of Things,
and third parties.
Unfortunately, this increased connectedness renders companies more vulnerable to
cyberattacks, exposing their business-critical information to new human-technical
avenues for exploitation by those who seek monetary gain or wish to do harm.
No company is immune to cyberattacks, and the digital assets hackers covet are in
no way limited to credit card data. Some of today’s most sophisticated and wellfunded hackers seek intellectual property such as schematics for a new product or
administrative credentials that allow access to everything from employee
health records to the primary controls at a physical utility plant.
Following a steady march of large-scale breach crises at corporations and public
entities over the past several years, business leaders and boards of directors have
started to understand that this is a business risk issue, not an IT problem. Damages
can include revenue and reputation loss, business disruption, and even destruction
of physical property.
Regulators and stakeholders have made their expectations clear: take action to
proactively monitor and mitigate cybersecurity risk, or expect legal intervention. The
entire organization, not just IT, must enhance its overall security intelligence at a time
when the threats are more persistent and evasive than ever before.
Secureworks offers this guide to boards, particularly audit and risk committees, as a
tool for improving the board-management dialogue on cybersecurity risk management.
The included Framework for Inquiry is a non-prescriptive exercise that can help boards
and management craft a replicable reporting guide for reviewing risk levels, measuring
operational effectiveness, and prioritizing initiatives over time.

The Oversight Challenge
In response to the heightened sense of urgency, boards of directors are seeking a more
effective way to monitor the risks more closely, but they face significant challenges.
A 2018-19 study by the National Association of Corporate Directors found that boards
ranked “strengthening oversight of strategy execution and risk management” as their
top improvement priority for 2019.1 Court rulings provide some guidance on what boards
should be monitoring, but there is no agreed standard for what constitutes “reasonable
board oversight” of cybersecurity risk. It can be tempting to lean on compliance
frameworks to monitor the risk, but the results of a compliance audit tell only part of the
story. A universal set of requirements, no matter how well-conceived, cannot address a
company’s unique threat landscape and operational picture. Additionally, Secureworks
continues to observe the lateral movement of some threat actors across different
industries as they apply the same techniques and tactics to new targets.
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A 2018-19 study by the National Association of
Corporate Directors found that boards ranked
“strengthening oversight of strategy execution
and risk management” as their top improvement
priority for 2019.2
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Reactivity is another board oversight challenge. Emerging, high profile issues like
ransomware often trigger a reactive posture where the emphasis is on reviewing a
checklist of specific “known” threats and risks. In fact, breach resilience is dependent on
an integrated set of solutions and controls, instrumented for visibility across the whole
environment, and made effective by people who follow the right policy, process, and
procedures to manage them. Executive management and boards must ask about threats,
not just because of their industry or the type of data they handle, but also because of
the way they operate.
Clearly the complexity of cybersecurity risk and solutions, coupled with human
accountability, call for a rigor akin to enterprise risk management or an audit process,
not a fire drill for each new threat. Board oversight should follow a line of questioning
similar to any other enterprise risk:

What are the business
risks we face and what is
our tolerance for them?

How do we know if we’re
making an appropriate effort
to mitigate those risks?

How do we measure
effectiveness in the
context of our strategy?

The Framework for Inquiry portion of this guide is designed to help boards peel back
the layers to answer these and other questions. The desired outcome is for boards and
management to have greater confidence both in how the risk is being managed and in
their own level of oversight on behalf of shareholders and stakeholders.

Maxims for Managing Cybersecurity Risk
Security leaders, management, and board members will be able to collaborate more
effectively on cybersecurity risk management if they start with a shared set of maxims
that define the company’s threat environment. Secureworks has developed the following
guidance based on our work with 4,300 customers in 59 countries and every industry, as
well as 16 years of assimilated threat intelligence and law enforcement collaboration.

• Securing your most essential digital assets is now a risk management imperative
and requires the involvement of most major business functions, not just IT.

• Your level of security should be commensurate with the level of strategic
risk your company assumes in doing business.

• Cyber threats are ahead of defenses. Threat actors can attack in multiple ways

across many fronts, incessantly and undetected. And their techniques are always
improving and adapting. (See the State of Cybercrime report for full details.)
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Clearly the complexity of cybersecurity risk and
solutions, coupled with human accountability, call
for a rigor akin to enterprise risk management or an
audit process, not a fire drill for each new threat.
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• Hacking is lucrative. A hacker marketplace fuels not only the trade of stolen

goods, but also tools of the trade, subcontracting, and training. Cybercrime
rings and nation-state actors keep hackers well-funded.

• Technology alone cannot solve this problem. Hackers are humans wielding

technology as a weapon. For IT security solutions to be effective, you need
good people to apply skills, threat intelligence, and governance procedures.

• Hackers attack at all hours from around the globe. Your company’s cyber security
operations should be able to monitor activity in your environment 24x7.

• Hackers are relentless. Monitoring and prioritizing threat activity generates

big data. Your company’s cybersecurity operations should be able to quickly
elevate the alerts that matter most so you can focus limited resources
where it matters most.

• Hackers are adaptive. As soon as a new point product gains traction in the
marketplace, hackers seek ways to circumvent it.

• Hackers are patient. Using techniques such as “living off the land” instead of
malware, they adopt typical network behaviors and move laterally through
a company’s environment, remaining undetected for an average of 221 days
before discovery.

The bottom line is that prevention alone is no longer adequate to reduce the risk
of a breach. For security operations to align with the threat environment today, we
recommend that the following capabilities be in place:
1. Prevent what you can.
2. Detect what you can’t prevent by recognizing malicious activity in real time.
3. Respond rapidly with the right action to minimize damages.
4. Predict emerging threats to improve prevention and detection the next time around.

Getting the Right Information
Risk oversight is highly dependent on getting the right information from the right sources
at the right time. Below are some tips that board members and security officers have
shared with Secureworks in roundtable discussions conducted over recent years:

• Develop a one-to-one relationship with the CISO and establish a

regular reporting cadence. As with any enterprise risk, boards should
seek direct feedback from those who are directly responsible for security
operations and outcomes.

• Gain insight into potential risk from strategic initiatives by spending

time with IT security and IT enablement leaders. Give both your CISO
and IT leaders time on the board meeting agenda as well as in informal
settings such as dinner or receptions. You’ll gain insights on how strategic
initiatives add risk so they can be addressed earlier with less disruption, and
you’ll learn how security can enable those initiatives.
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The bottom line
is that prevention
alone is no longer
adequate to reduce
the risk of a breach.
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• Use third party assessments to test assumptions. Technical testing and security

assessments can help identify vulnerabilities and determine the effectiveness of
operations, controls, and procedures. Assessments also help you benchmark against
other companies in your industry or peer group, and they provide a baseline for
establishing your roadmap to greater security maturity. The roadmap is a useful tool
for the board to review progress over time.

• Seek third party intelligence to aid informed decision-making. Cybersecurity risk

is asymmetric, so establishing an early warning system requires threat insights beyond
the company’s own experience to date. Test your current adversarial security posture
against those real-world threats by applying intelligence to simulate likely attacks.

• Ensure that a communications framework has been added to the company’s

incident response plan. The communication framework between the security
team, executive risk leaders, and crisis management team needs to be established
along with a protocol for notifying the CEO and board of a breach. Test the
communications framework to make sure that roles are understood and integrate it
with the company’s incident response plan.

With the right sources of information engaged, it is easier to monitor the risk,
using replicable metrics that can be compared over time.

Sources:
1-2
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National Association of Corporate Directors 2018-19 Public Company Governance Survey, December, 2018.
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Cybersecurity risk
is asymmetric; early
warning systems
require threat
insights beyond
the company’s
experience to date.

A Framework
for Inquiry
A productive dialogue between board members and cybersecurity
leaders helps the board enhance its oversight of the company’s
cybersecurity risk management program and monitor the level of
risk to the business.
This guide is organized by the core competency areas necessary
for a mature, robust security program in today’s threat environment.
The topic areas, which reflect a business-wide approach to
managing the risk, include:
Define the top business risks

Improve response-readiness

Benchmark current status

Know if staffing and leadership are adequate

Define a desired future state

Make strategic investments

Monitor risk levels

Set a tone at the top

Know the operational strategy

Test assumptions regularly

Monitor governance and compliance

WHITE PAPER

1. Define the Top Business Risks
Companies begin their journey to resiliency by determining what they’re protecting, who is most likely to want it, what
they would lose if those assets were stolen, compromised, or inaccessible, and who holds the keys to protect them.
Together, these factors make up a company’s threat landscape. The goal of defining your threat landscape is to identify
the top business risks you face and prioritize effort in the context of your own company’s strategy and tolerance. Start
by considering not just your industry, but also your unique operational picture, process and governance culture, and
emerging risks.
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Questions to Ask

Considerations

What digital assets do we own (data,
IP) that are critical to the business?

Often called the “crown jewels,” this is the information on which
the company relies for long-term value and viability. If it is important
to you, it is likely that someone else wants it.

What digital assets do we handle that
may be of value to someone else?

Some customer data you handle may not seem important but
actually may be essential to a hacker who is piecing together full
stolen identities. Likewise, consider your stewardship of other
companies’ information. As a supplier, could you compromise their
intellectual property or customer data?

Where are those assets located
and who has access to them?

Every connection to the internet is an attack surface for hackers:
an employee’s tablet, a point-of-sale system, the Cloud, and
wherever third parties connect. In a breach situation, a prior data
classification effort that includes the criticality of the assets, where
they’re located, and who has administrative privileges to access
them will pay dividends by helping you more quickly determine what
was accessed and the materiality of the breach.

What are the potential losses we
could sustain if those assets were
compromised, stolen, or inaccessible?

Consider not just revenue but also loss of reputation, competitive
position, customer impact and other factors that may affect the
long-term value of the company.

Who are the most likely top threats to
our assets (and company), why, and
what is the likelihood they will attack?

Organizations are better able to predict the most likely “who will
attack” and “how” scenarios when they supplement their own threat
intelligence with externally-sourced, global threat intelligence.
A threat assessment by a third party can help apply that intelligence
to predict potential attackers and their motivations.
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Questions to Ask

Considerations

What are our top business risks
from a breach?

Once you answer the above questions you can apply a formula
like this one to identify your top business risks:

• Asset x Vulnerability x Threat = Risk
• Value of information [under Asset]
• Degree of security controls [under Vulnerability]
• Likelihood of a cybersecurity attack [under Threat]
[Image of previous execution shown below.]
Once you answer the above questions you can apply a formula
like this one to identify your top business risks:
Asset
Value of
Information

Vulnerability

x

Degree of
security controls

Threat

x

Likelihood
of a cyber
security attack

= Risk

What risks can we mitigate
through insurance?

Not all potential risks resulting from a cybersecurity breach can be
offset by a cybersecurity insurance policy, so know your provisions
and exclusions. You cannot depend on D&O policies alone to protect
against cybersecurity risk.

What is our risk tolerance for
what we cannot offset, and

Your security team will be more effective in managing the business
risks of a cybersecurity breach if the board and management agree
on how those top risks are prioritized and hold all business leaders
accountable for doing their part to manage that risk.

Have we clearly communicated our
top risks and risk tolerance to all of
our business functions?

2. Benchmark Current Status
Benchmarking is essential to design a strategy for strengthening cybersecurity posture. Once a company understands its
threat landscape, the next step is to determine its current state, both in terms of “known” vulnerabilities and in relation to
prevalent leading practices and industry standards.
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Questions to Ask

Considerations

What are the known vulnerabilities in
our environment, and what is our plan
for addressing them?

One common thread in regulatory challenges and derivatives
lawsuits has been, “Did the company have a plan to address known
vulnerabilities and did they execute on that plan?” Technical testing
(of applications, the network, employee vigilance and security staff)
can help identify and prioritize security vulnerabilities for action.
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Questions to Ask

Considerations

What are the known vulnerabilities in
our environment, and what is our plan
for addressing them?

One common thread in regulatory challenges and derivatives
lawsuits has been, “Did the company have a plan to address known
vulnerabilities and did they execute on that plan?” Technical testing
(of applications, the network, employee vigilance and security staff)
can help identify and prioritize security vulnerabilities for action.

What was the result of our last
compliance audit/inspection?

Findings of required inspections and audits will quantify exposure,
but they will not guarantee risk reduction.

How does our current level of
security compare to widely-adopted
security frameworks? And are we within
commonly accepted leading practices
for our industry or peers?

Assess your current state against more than just industry requirements.
Widely-adopted frameworks such as NIST transcend specific
industries, address a range of business risks, and are held in high
regard by stakeholders, regulators and risk advisors. Risk management
assessments conducted by a third party can provide an objective
evaluation of your security controls relative to these frameworks.

Do we know if someone is in
our environment right now?
How do we know?

Advanced persistent threat actors (ATPs) have learned to
masquerade as normal behavior in a network environment.
A targeted threat hunting engagement can help determine
whether evasive threats have already gained access, and help
you understand what “normal” looks like.

3. Define a Desired “Future State” — A Roadmap
With the threat landscape defined and a good sense of the current state, it becomes
possible to design a roadmap for advancing to a stronger security posture. The roadmap
— specific goals that reflect the company’s top business risks and tolerance, plotted on a
reasonable timeline — can be a useful tool for overseeing progress toward a higher level of
security maturity. The process encourages a strategic approach versus a reactive one.
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A data security
roadmap encourages
a strategic approach
versus a reactive one.

Questions to Ask

Considerations

What are our top goals?
And when will we achieve them?

For less-established cybersecurity operations in the early
stages of the maturity curve, it is helpful to take a thoughtful
“crawl-walk-run” approach that provides ample time to implement
each new solution effectively.

What are the 1,2,3 key tactics
required to get us there?

Tactics should be presented in terms of how they address the
business risks inherent in a cybersecurity breach.

Availability varies by region. ©2019 SecureWorks, Inc. All rights reserved.

WHITE PAPER

Questions to Ask

Considerations

How will we determine if we’ve
achieved milestones?

Ask about key business risk indicators and measure progress
on the roadmap.

How often will we review
the roadmap?

To monitor progress, consider setting a regular cadence for
review (twice a year, for example).

4. Monitor Risk Levels
Monitoring cybersecurity risk to the business can be much like monitoring financial risk
or any other significant enterprise risk. While the operations and controls are exceedingly
complex, board oversight is still dependent on the fundamentals. Using credit/loan risk as
an example, boards review both the overall risk level as well as the number and types of
loans that have or are turning into bad ones. With cybersecurity risk it is equally important
to ensure that known risk areas are being addressed within the company’s risk tolerance.

Board oversight is
still dependent on
the fundamentals.

Questions to Ask

Considerations

What is our overall level of business
risk (high, moderate low)?

CISOs should create a common operational picture to help
boards understand the overall level of business risk over time. This
replicable metric is compiled from indicators such as visibility into the
environment, breach data, response time, compliance exposure, and
results of periodic assessments.

What is the level of risk
(high, moderate low) for each
major known risk?
If “high,” do we have a mitigating
control in place until that level of risk
is reduced?

Revisit risk levels for individual known risks regularly to ensure that
controls are in place and whether they are effective. These risks
may include failure to patch software, employee susceptibility to
ransomware and phishing, lack of administrative controls, lack of
visibility into activity on mobile devices, weak security in third party
organizations, and more.
Follow up questions should be: What is the timeline to resolve
exposure and what mitigating controls do we have in place to
manage risk in the meantime?

What emerging risks are on the
horizon, and how will they affect our
cybersecurity strategy and operations?
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The threat environment evolves rapidly. Security leadership should
continue to educate the board on emerging issues. Ransomware-asa-service and “living off the land” attacks are now being discussed
in the boardroom, but you can expect these topics to change as
rapidly as the threat environment.
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5. Know the Operational Strategy:
Prevent, Detect, Respond, Predict
Leading practice today calls for an approach to cybersecurity operations that goes beyond
just prevention. Your cybersecurity program needs the following capabilities: prevent what
you can, detect what you can’t prevent, respond quickly with the right action to minimize
damage, and predict what attacks are most likely next time (and by whom). This approach
addresses the adaptive, targeted, and persistent nature of today’s threats. Applying global
threat intelligence at each of these stages helps identify likely threats, even when they aren’t
using recognizable tools.

Prevent

Detect
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Unfortunately,
compliance
frameworks merely
establish a minimum
threshold and they
represent only a
snapshot in time.

Questions to Ask

Considerations

How successful are we at
preventing attacks at the
network level?

Ask for indicators such as the number of intrusions, the
percent stopped and whether an increase/decrease has
been experienced since the last report.

Are prevention technologies
like firewalls kept up to date
and armed with the latest
threat intelligence from external
sources?

Technology solutions are ineffective if they are not kept
up to date against the latest known threats. e.g. Are we
current on software patch management? Emerging threats
are known to move laterally across different industries.
Consider applying global intelligence, especially if you’re
only currently protecting against known threats.

Are there adversaries in our
environment right now?

If the answer is “no,” that may be a red flag. Ask follow-up
questions to determine whether security leaders prioritize
detection capabilities for both known and unknown threats.

Do we have visibility into threat
activity on endpoints outside
our network (e.g. employee
leveraged devices)?

Monitor remote access points. For instance, employees
may load up their private devices with valuable IP.
Customer information may be passed along to vendors
or be stored in the Cloud. Cybersecurity leadership
should have a robust monitoring program to protect
the company.

How many high priority events
did we respond to quarterover-quarter?

This replicable metric can help monitor effectiveness
of controls.
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Respond

Predict

Questions to Ask

Considerations

How quickly do we respond to
elevated alerts, and is response
time improving?

Rapid response is key to reducing the damage incurred
from an active threat. Know if there is adequate capability
to analyze and quickly prioritize the data so that a rapid
action can be taken with confidence. Ask whether
outsourcing, orchestration or automation capabilities
are necessary to address high-priority threats.

Is the number of incidents
up or down year-over-year?

Attacks are inevitable in today’s environment,
but with better visibility and better context for taking
action, many attacks can be detected and stopped
before damage is done.

What are we doing to
recognize threats earlier
and how do we know the
eviction was successful?

Adequate threat intelligence must be acquired and applied
to security operations at each stage to detect, analyze,
and prioritize the threats for faster response.

6. Monitor Governance and Compliance
Established cybersecurity standards, regulations, and certifications are important demonstrations of duty of care for
cybersecurity risk. Unfortunately, compliance frameworks merely establish a minimum threshold and they represent only
a snapshot in time. As a result, cyber adversaries quickly adapt to circumvent them.
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Questions to Ask

Considerations

What is our current level of compliance
for required standards?

PCI-DSS, ISO-27002 and HIPAA, for example, demonstrate that an
organization is following a known methodology to manage specific
types of cybersecurity risk.

What voluntary framework(s) do we
use to gauge our overall security?

Widely-adopted frameworks such as NIST transcend specific
industries, address a range of business risks, and are held in high
regard by stakeholders, regulators, and risk advisors.

What do we do above and beyond
those universal frameworks to address
our own unique threat landscape/
business risks?

Consider checking your posture with third party assessments
that examine the company’s unique environment, architecture,
operations, culture and threat landscape.
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Questions to Ask

Considerations

What key controls are monitored
by internal audit and how often are
results reported to the board?

Consider the metrics suggested in the previous two sections.

Do we have adequate controls
for providing and monitoring
administrator access accounts?

Human error, whether intentional or unintentional, continues to be
the primary means of access for hackers to do damage. Network
administration privileges should be the exception not the norm and
should be audited.

What is our third party risk?

Know if the company places security requirements on third parties
and how those controls are monitored. Business leaders should be
accountable along with security leaders for this risk.

7. Test and Improve Response-Readiness
When a breach becomes a crisis, a business-wide effort is required to respond effectively. Executives and security leaders
may find that the plan, while strong on paper, has gaps in protocol or ownership. Security team response protocol should
be well-integrated with the crisis management team at the executive level to ensure that the right message is delivered to
the right people at the right time.
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Questions to Ask

Considerations

When was our plan last updated?

People, hierarchy and policies change as business strategy evolves.

How often do we test the plan?

A plan that is never used or rehearsed is just an idea.

Do we simulate likely attack scenarios?

Response playbooks differ depending on the types of attacks.

Were the C-suite and board involved?

Leadership in a crisis is just as essential as the IT response for
achieving rapid response and message control. Define protocol
for board notification.

Are our external expert responders
“at the ready?”

Security, risk and legal officers should forge good partnerships with
relevant crisis responders who will need to hit the ground running,
as well as with law enforcement.
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Questions to Ask

Considerations

Were improvements made to the plan
or to our security protocol as a result
of the learnings?

Boards should set the expectation that learnings will be applied
by business leaders. Legal counsel should be consulted on what
types of post-assessment information is appropriate to share with
the board.

Is there a clear communications
plan that specifies individual roles
and responsibilities?

Every participant in a crisis scenario should be clear on his/her role
and responsibility for internal and external communications, and for
each possible scenario covered by the plan.

8. Review Staffing and Leadership
Investing in security technology is only half the answer to a stronger security posture; it
also requires human intelligence. Security leaders must quantify risk, develop a strategy,
implement the right solutions, enforce a culture of security, and set expectations for
suppliers and partners. Skilled professionals are needed to monitor and analyze data and
apply threat intelligence to make tactical decisions. Yet a global shortage of security
professionals is challenging companies to do more with less and be more selective about
the skills they engage.
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Many executives,
not just the CISO,
are accountable
for managing
the business risk
of a breach.

Questions to Ask

Considerations

Is our Chief Information Security
Officer empowered to be a business
leader as well as a security leader?

CISOs are essential business leaders as well as playing a security
role. They assess, manage, and provide guidance on the business
risks associated with cybersecurity breach. They report risk levels
and strategic priorities to the board, and they work collaboratively
across the business and with third parties.

Is the CISO role included in the
board’s regular management
succession review?

This leading practice is gaining momentum: continuity is essential
to the cybersecurity operation.

Do we have adequate people and
the right mix of skills to effectively
execute, and if not, are we
outsourcing and optimizing?

Learn how management is adapting to the shortage of security
professionals so that nothing falls through the cracks. Solutions
include outsourcing functions such as 24x7x365 monitoring,
application of threat intelligence, orchestration, automation and
other software applications.
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9. Make Strategic Investments
Leading practice in today’s environment is to take a risk-measured, zero-based budget approach to information security.
Questions to Ask

Considerations

Is our level of investment tied to the
organization’s top risks, cybersecurity
goals and roadmap?

Simply revisiting a percentage each year may not target investment
where it is needed most, nor eliminate unnecessary spending.

Should we redeploy any of these
funds or stop spending money
on anything?

Good cybersecurity governance includes regular review
of technologies, human resources, and services to identify
redundancies and remove what is obsolete.

If we invest in one more thing,
what would it be, and how would
that benefit us?

New threats do emerge, irrespective of budget cycles. If security
leaders are proactive in identifying the likelihood of the threat and
quantifying the risk, management and boards can more confidently
consider the options.

Where are we on our
security roadmap?

A more established, mature security program is likely to require
a less aggressive percentage increase, but will still need to account
for emerging threats.

10. Set a Tone at the Top
Good security hygiene and accountability start with an adequate level of board and C-suite engagement.
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Questions to Ask

Considerations

Does the board need a dedicated
committee or subcommittee for
more regular communication and
collaboration on cybersecurity risk?

Audit committees are hard-pressed to dedicate adequate time
and attention to the complexities of cybersecurity risk. Acceptable
practices now include assigning it to a separate Risk Committee or to
an IT or Privacy and Security Subcommittee.

Are management and directors
fostering a culture of security
awareness from mailroom to
boardroom?

Employee awareness and training programs should emphasize the
importance of being vigilant at every level. Executives and board
members themselves are prime targets for credential theft because
they handle sensitive intellectual property.

Are the CEO, CFO, Chief Legal
Officer, internal audit and human
resources leaders engaged with
the business risks of a breach?

Many executives, not just the CISO, are accountable for managing
the business risk of a breach, from financial decision-making and
quality of controls to third party contracts and employee vigilance.
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11. Test Assumptions Regularly
In cybersecurity risk management, the old adage applies: you don’t know what you don’t know.
Testing is the only way to measure the effectiveness of cybersecurity.
Questions to Ask

Considerations

What were the results of our latest
third party assessment?

The results of third party assessments and technical testing should
be presented to the board in relation to the business risks and in a
language the board can understand. Audit, risk and IT committees
responsible for cybersecurity risk will want to hear directly from third
parties assessing program effectiveness.

Are we testing assumptions regularly so
we can monitor results over time?
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Does the board avail itself of outside
expertise regarding threats, risks and
leading practices?

While not expected to be technical experts, all board members make
decisions with informed judgment. Hearing from outside experts on
emerging cybersecurity threats and risks can help the board increase
its cybersecurity IQ. Periodic audits of the company’s risk management
practices can help test assumptions about accountability.

Does the board have unfettered access
to the CISO on a regular cadence?

As with any other leader managing a critical business risk, the board
should meet independently with the CISO from time to time to
understand his or her insights.
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