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Cybersecurity incidents, breaches and hacks can be difficult lessons for higher education institutions to learn. The education
sector has been experiencing a steady increase of attacks. The Identify Theft Resource Center reports attacks on the education
sector have increased 41 percent compared to 2015, a steeper increase than either the healthcare or business sectors.i

Why Colleges and Universities Are Vulnerable to Cyberattacks
Colleges and universities are prime targets for cyberattacks for a number of reasons, including that they are one-stop shops for
critical information ranging from medical records, financial and payment card data to valuable research and intellectual property.
These factors, combined with a general shortage of internal security expertise and IT staffs that are under budgetary pressure,
means colleges and universities can easily become low-hanging fruit for an attacker.

The Network Defense and Accessibility Balancing Act
By their nature, higher education institutions encourage freedom of thought and expression. This philosophy extends to the
open and diverse nature of campus networks, which typically have less rigid access controls than those in other industries.
Securing these network environments means striking a balance between the need to safeguard data from hackers of all types
and ensuring students, staff and partners can easily access the data they need when they need it.

Employees – The First Line of Defense
Employees are organizations’ number one vulnerability. Not surprisingly, your
employees are threat actors’ number one target.
Employees hold the keys to the castle and those who haven’t received proper
security awareness training can easily fall for phishing emails that launch
ransomware and other malware attacks at the click of a link or an attachment.

According to a recent article
published by the Center for
Digital Education, phishing and
user education are at the top of
the list of challenges CISOs are
dealing with today.ii

Number of Endpoints Increasing
The National Center of Education Statistics projects the number of students enrolled at a degree-granting institution in the
United States will grow by 13.9 percent between 2012 – 2022.iii This is why access control and endpoint security are critical
issues the higher education sector needs to proactively address as the number of students grows. Every day, students, faculty,
contractors, researchers, and others access your computer networks from multiple personally owned computers, devices,
operating systems and applications, adding even more traffic and attack vectors to your network.

Dedicated Approach
The Global State of Information Security® Survey 2016 from PriceWaterhouseCoopers reports 54% of educational institutions in
North America surveyed have an overall security strategy.iv It takes a dedicated, unified and comprehensive approach to security
that relies on people, processes and technology to protect your students, employees, and data from breaches. At SecureWorksTM,
we have a number of managed security solutions and consulting services that can help colleges and universities strike the
balance between accessibility and network defense so you can support and advance the mission of your higher education
institution.

An Extension of
Your Security Capabilities
An effective information security program involves
protecting your organization from emerging threats
while embracing new technologies and managing daily
operations, and ensuring compliance with numerous rules
and regulations. Combine this with the challenges of finding
and retaining experienced security staff and identifying
the best way to allocate your budget and resources, and
it becomes quite clear that IT security groups are often
stretched too thin.

Security and Risk Consulting
Our Security and Risk Consulting team provides strategic
advice and analysis to help you enhance your security
posture, reduce your risk, facilitate compliance and improve
your operational efficiency.
Our highly-skilled security consultants can help you test
and improve your security defenses, streamline security
processes, and design and develop new security programs.

Intelligence
The SecureWorks Counter Threat UnitTM research team
collects relevant information wherever it can be found, and
then analyzes and synthesizes it into meaningful guidance

View our Complexities of Securing
Universities on demand webcast to
learn how it’s possible to increase university
cyber security while providing rich services and
protection to your staff, students and partners.

on which you can act.
Our intelligence can help you identify actors who may be
specifically targeting your organization or its executives,
and provides the insights to help you defend and even
preempt the attacker.

Complexities of Securing
Universities Webcast

Incident Response and Management
Our incident management practice provides rapid
containment and eradication of threats, minimizing

Organizations choose to partner with SecureWorks
because we understand these challenges. We have created
a diverse portfolio of information security solutions that
empowers security teams to focus resources where they
make the most sense. Our security experts serve as an
extension of your team, filling in the gaps to strengthen

the duration and impact of a security breach to your
organization.
Leveraging our cyber threat intelligence and global visibility,
we can help you prepare for, respond to and recover from
even the most complex and large-scale security incidents.

your organization’s security and compliance postures, and
reduce your risk.

SecureWorks Solutions

SecureWorks has been awarded SC Magazine’s
2015 Best Managed Security Services Provider

Security Solutions
SecureWorks offers a wide range of managed IT security
solutions for enterprise clients. The strength of our security
solutions lies in our proprietary management technology,
SecureWorks Counter Threat PlatformTM, our certified

For more information, call 1 877 838 7947
to speak to a SecureWorks security specialist.
secureworks.com

security analysts and elite threat intelligence to help protect
clients from attacks 24x7.
Our security analysts serve as an extension of your team to
monitor for and detect threats across your environment.
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