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1.   

SecureWorks Japan ṕ SecureWorks Ṗ

 

SecureWorks 2012  2016

 

2015

ṕEmdivi Ṗ

 

Ṏ  

http://www.nenkin.go.jp/oshirase/topics/2015/0104.html  

Active Directory

 

 

 

 

ḲSecureWorks  

Ḳhttps://www.securew orks.jp/capabilities/incident -response/incident -

management/targeted -threat -hunting 

AETD Red CloakḲhttps://www.secureworks.jp/capabilities/managed -security/end point -

security/red -cloak 

AMPDḲhttps://www.secureworks.jp/capabilities/managed -security/network -

security/advanced -malware-protection  

 

http://www.nenkin.go.jp/oshirase/topics/2015/0104.html
https://www.secureworks.jp/capabilities/incident-response/incident-management/targeted-threat-hunting
https://www.secureworks.jp/capabilities/incident-response/incident-management/targeted-threat-hunting
https://www.secureworks.jp/capabilities/managed-security/endpoint-security/red-cloak
https://www.secureworks.jp/capabilities/managed-security/endpoint-security/red-cloak
https://www.secureworks.jp/capabilities/managed-security/network-security/advanced-malware-protection
https://www.secureworks.jp/capabilities/managed-security/network-security/advanced-malware-protection


       

 

 

 
 

 

2. BRONZE BUTLER  

2.1   BRONZE BUTLER Ḵ 

SecureWorks

Counter Threat UnitĤṕCTUṖ

BRONZE BUTLER  

BRONZE BUTLER

 ṕ Ṗ

 

2016 BRONZE BUTLER

 

 -  Security Response:  Tick  

https://www.symantec.com/connect/nl/blogs/tick?page=1  

 -  CYBER GRID VIEW:  

https://www.lac.co.jp/lacwatch/report/20160802_000385.html  

 

SecureWorks BRONZE BUTLER

 

2.2  BRONZE BUTLER  

BRONZE BUTLER  

ṕ Ṗ  

2.3  

BRONZE BUTLER

SecureWorks

 

 

 

https://www.symantec.com/connect/nl/blogs/tick?page=1
https://www.lac.co.jp/lacwatch/report/20160802_000385.html
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4. BRONZE BUTLER  

 

 

 1 ṕSource: SecureWorksṖ

 

 

 

 

 



       

 

 

 
 

 

 

2015

Flash Player

2017

 

C: \ Intel \ Logs> pt.exe 172.16.xx.xx 52300  
target ip :172.16.xx.xx  
target port :52300  
 
 connect success  

2016/06/xx xx:xx:xx:244    ..    ExecMacroThread.cpp    399    1304:1500    

 

2016/06/xx xx:xx:xx:384    ..    ExecMacroThread.cpp    487    1304:1500    
 App=C: \ Program Files \ Sky Product \ SKYSEA Client View \ tmp \ 00000001.BIN, PID=6251  



http://www.skyseaclientview.net/news/161221/
http://www.skygroup.jp/security-info/170308.html














https://www.npa.go.jp/cyberpolice/detect/pdf/20170330.pdf






https://technet.microsoft.com/en-us/sysinternals/sysmon.aspx
https://www.secureworks.jp/capabilities/managed-security/endpoint-security/red-cloak
https://www.secureworks.jp/capabilities/managed-security/endpoint-security/red-cloak
https://www.secureworks.jp/capabilities/managed-security/network-security/advanced-malware-protection
https://www.secureworks.jp/capabilities/managed-security/network-security/advanced-malware-protection


https://www.jpcert.or.jp/magazine/acreport-wincommand.html
http://www.jpcert.or.jp/research/AD.html




https://www.secureworks.jp/capabilities/incident-response/incident-management/targeted-threat-hunting
https://www.secureworks.jp/capabilities/incident-response/incident-management/targeted-threat-hunting
http://www.jpcert.or.jp/research/AD.html









