Global Threat Intelligence Summit

Barry Hensley, Chief Threat Intelligence Officer

09:00 EDT / 14:00 BST

We are told it is a whole new world…but maybe in some ways it isn’t. One thing
remains the same. Threat actors will continue to exploit weaknesses—and good
threat intelligence is the backbone of a strong cyber defence.
This year’s Secureworks Threat Intelligence Summit comes at an unprecedented time in the
world. But for threat actors, it is business as usual. They are still around every corner, looking
for weaknesses to exploit, sending out phishes they hope will bring clicks, holding data for
ransom, and trying to bring in data for use by rogue states. But even as times change, good
threat intelligence will always be a bedrock of cybersecurity. From the development of
cutting-edge tools, connecting the breadcrumbs in new ways, and evolving our workforce for
the future, the Secureworks Counter Threat Unit brings twenty years of expertise to the core
data that powers our world-class cybersecurity solutions. Join Secureworks’ Chief Threat
Intelligence Officer, Col. (USA, Ret.) Barry Hensley, as he shares what’s on the threat horizon
and how the Secureworks research team is there to keep customers safe through the
intersection of technology, tools, and passionate professionals who provide the ultimate
advantage over the adversary.

Marcelle Lee, Senior Security Researcher, CTUTM

09:15 EDT / 14:15 BST

Welcome and Introduction - Event Host

09:20 EDT / 14:20 BST

Mike McLellan, Director, CTU Cyber Intelligence Cell™

The Changing Rules of Ransomware
You can’t afford not to prepare for ransomware.
The #1 threat to organizations today is ransomware. It doesn’t discriminate and the threat
actors behind these actions are raising the stakes by publishing more names and more data,
while expanding their repertoire of tools and techniques. Join Secureworks’ Director of
Intelligence, Mike McLellan, as he shows you why ransomware must be on every security
professional’s radar and then walks you through the technical aspects of this threat that you
need to think about in order to stay vigilant.

09:45 EDT / 14:45 BST

ASK THE EXPERTS - BREAK

09:55 EDT / 14:55 BST

Mark Osborn, Security Researcher, CTU Cyber Intelligence Cell™

Choose Your Own Intrusion: A Journey Into the DNA of a Targeted Threat Group
Threat actors: we think of them through the lens of data science…but is there
something else in their makeup that cybersecurity practitioners may be missing?
Threat actors use technology to strike and do harm. We typically think of them through the
lens of data and science, but at the end of the day, humans are making the threat decisions.
Sometimes they even run into roadblocks and re-direct—much like people in a traditional
work environment. Join Mark Osborn, Secureworks’ senior researcher specializing in malware
threats, as he takes you into the mind of a threat actor during their intrusion, and see how
the attack unfolds. There’s the data and technology side of cybercrime, and the human world
of execution. Cybersecurity professionals put their environments at risk if they don’t see the
bridge between the two. This session will help you gain the critical focus.

10:25 EDT / 15:25 BST

Chris Taylor, Security Researcher, CTU Cyber Intelligence Cell™

Intelligence Through Scale and Automation
A single source of truth in the threat intelligence hunt means an advantage for the
entire security community and the clients they protect.
The scalability of software combined with the best threat research team in the cybersecurity
industry – the Counter Threat Unit™ (CTU™) – are the backbone of the Secureworks
Advantage. New innovations in tools and the unique way our team customizes them gives us
a single source of truth and unlocks next-level insights, analytics, research, and solutions.
Join Chris Taylor, our Secureworks Security Researcher developing tools, for a test-drive into
how we operate research and develop use cases for the cutting-edge technology that
leaves threat actors no place to hide.

10:50 EDT / 15:50 BST

ASK THE EXPERTS - BREAK

11:00 EDT / 16:00 BST

Geoff White, Author & Investigative Journalist

Hacking the Lockdown: How Cybercrime Responded to Coronavirus
As the world scrambled to deal with the effects of COVID-19, how did the various cyber
threat groups respond? Hysterical headlines about a tidal wave of fraud failed to paint the
true picture, which was far more revealing about the ability of different groups to capitalize
on the outbreak. For his new book on cybercrime, investigative journalist Geoff White has
looked at the activities of nation-state hackers, organized crime gangs and “hacktivist”
movements, and for this talk he will analyse how each of them has reacted to the pandemic.

11:45 EDT / 16:45 BST

Marc Burnard, Security Researcher, CTU Cyber Intelligence Cell™

Following the Breadcrumbs: Identifying a Threat Actor from a Single Command
Sometimes, one clue is all it takes for a threat actor to be exposed.
A Secureworks Incident Response engagement earlier this year revealed tools subsequently
tracked to one particular Chinese security researcher. Their latest tool was released, then
deployed the next day by Chinese threat actors. Are they being tracked by Chinese threat
actors who have noticed their work…or are they part of a broader web? Secureworks’
Security Researcher Marc Burnard will walk you step by step through the breadcrumbs he is
using right now to track an emerging scenario and how putting the pieces together to
develop countermeasures before threat actors can deploy their malicious malware.

12:10 EDT / 17:10 BST

12:20 EDT / 17:20 BST

ASK THE EXPERTS - BREAK

Rafe Pilling, Senior Security Researcher, Counter Threat Unit™

Cyber Espionage and Iran: What You Need to Know About the Ongoing Threat
Hostile state actors are tracking the events of the world and making their moves.
You need to make yours first.
Iran is a known state sponsor of cyber espionage. Despite the increase in global tension and
fears of retaliatory cyber-attacks following the death of Iranian General Qasem Soleimani
earlier this year, no change in the tempo of Iranian global espionage activity was seen. The
attack did, however, cause a major spike in interest for intelligence on Iranian cyber
capabilities and targeting trends—as verticals that previously hadn’t considered their
exposure to the Iranian threat scrambled to get up to speed. Secureworks threat intelligence
has seen the notorious hostile Iranian group known as Cobalt Ulster continuing their activity
targeting NGOs and inter-governmental organizations. And while that might be the group’s
current focus, we know that can change very rapidly. In uncertain times, you can’t afford to
miss Rafe Pilling, Secureworks’ Thematic Lead for Iran and North Korea, as he shares
first-hand observations on the tactics Cobalt Ulster and others like them are using, the kill
chain for Cobalt Ulster, and a hands-on-keyboard perspective of threat actor activity.

12:45 EDT / 17:45 BST

Keith Jarvis, Senior Consultant Security Research, CTU™

Emulation is the Highest Form of Flattery
When it comes to cybersecurity, the best in the business make every minute count.
Real-time analysis of information across the threat landscape is key to tracking threats,
publishing intelligence, and making the difference for clients. How do the Secureworks
researchers develop a view of the large-scale cybercrime landscape? Join Senior Security
Researcher Keith Jarvis from Secureworks as he discusses the architecture and operation of
an intelligence-gathering system facilitated by long-term participation in botnets. This system
produces real-time threat indicators that can be immediately applied to customer protection,
as well as eliminates repetitive tasks that frees researchers’ time to pursue other threats. Is
your time spent in a way that will make the most difference?

13:10 EDT / 18:10 BST

13:20 EDT / 18:20 BST

ASK THE EXPERTS - BREAK

Ryan Cobb, Senior Consultant Security Research, CTU™

Going on a Threat Hunt
The value from threat intelligence and threat hunting is in relation to the assets you
are trying to protect. Do you know how to do threat modelling for your assets?
There are inherent limits to what third-party intelligence can provide for your organization.
ATT&CK-driven strategies for threat hunting are disconnected from relevant threat
intelligence, business outcomes, and the assets you must protect. The essential skill you
need today to connect intelligence and hunting is threat modelling. Join Ryan Cobb,
Secureworks’ Threat Hunting lead, to learn how to combine the insights from threat
modelling and threat intelligence to hunt purposely and effectively.

13:45 EDT / 18:45 BST

Tony Adams, Security Researcher, CTU Cyber Intelligence Cell™

Disinformation in the Fake News Era
If disinformation is a part of modern statecraft, what does that mean for Threat
Intelligence practitioners?
Fake news isn’t new - a century ago, Soviet intelligence services began shaping
disinformation and active measures into a highly effective counterintelligence tool. From
forged documents to false fronts and covert operatives, they mastered the art form of
propagating stories that portray an altered view of reality to achieve strategic policy
objectives. Today, disinformation in the social media era remains a tool of modern statecraft
and presents serious challenges to analysts and the public. The same is true in cyber security
– while there’s less intention to deliberately mislead, it’s difficult to know what to believe in an
environment where every vendor has their own aperture and agenda. Join Secureworks’
Senior Security Researcher for Russia, Tony Adams, as he shows you how to take a critical
look at the information you get so you can fight through the noise.

14:10 EDT / 19:10 BST

Round up and Close

Marcelle Lee, Senior Security Researcher, CTUTM

